Cybersecurity Training Reimbursement Request

Summary

Investing in the Cybersecurity Incident Command course will strengthen our ability to lead and resolve
cyber incidents quickly, reducing business risk, downtime, and reputational impact while aligning with
industry standards. All at a fraction of typical costs.

Employee Information

— Name:
— JobTitle:

— Department:

— Manager Name:

— Date of Request:

Training Course Details

— Course Title: Cybersecurity Incident Command

— Training Provider: Antisyphon Training

— Course Format: Live Virtual

— Course Dates/Time: March 26"-27"" 10:00am-6:00pm ET
— Certificate of Completion: Yes

— CEU: 16 hours

Total Cost
$575.00

Operational Impact

Minimal disruption. The course is live virtual with no off-site logistics required.

Business Justification

The Cybersecurity Incident Command training develops the ability to lead the response to anincident,
increases the depth of our team’s cybersecurity incident response leadership, and positively impacts the
speed and efficiency of our engagement with and resolution of incidents.

Benefits:

e Experienced guidance through IR framework

e Incorporation of technical actions into IR

e Instruction in incorporating various business units involved in IR

e Experience of applying training to a practical, realistic incident scenario



Cybersecurity Training Reimbursement Request

Organizational Alighment

e Increases organizational preparedness for a cyber incident
e Aligns with NIST/NICE Framework: Incident Response PD-WRL-003

Value Vs Alternative Training

The cost of this training is around $35 per hour of instruction. Training with a comparable level of
instruction can cost up to $150 per hour of instruction. The course instructor is Gerard Johansen who
has over a decade of experience with digital forensics and incident response. 12 months of Antisyphon
Training Cyber Range access for continual practice and skill development.

Skills and Knowledge Gained

e Coordinating strategic, operational, and technical teams
e Decision making and action during an incident

e Managing the entire incident response process

e |Rtools and techniques

e Integrating digital forensics into incident response

e Addressing crisis communications

e How to get the organization back to normal

Approval

Manager:

Decision: L1 Approve 1 Deny [ Pending

Comments:

Signature:

Date:
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