
How to Strengthen M365 
Exchange Online Configurations



Exchange Online

• admin.exchange.microsoft.com
• Some* Security Considerations:

• Mail flow/transport rules
• Direct Send
• Sending Directly



Exchange Mail Flow Rules

• Where are we?



Rule Requirements - Conditions

• Apply this rule if (Required): 
One or more condition(s)

• Do the following (Required): 
One or more: Bypass, append 
header, prepend header, etc

• Except if (Optional): One or 
more condition(s)



Rule Settings

• TODO



Rule Flow

• Top starting at priority 0 through last rule
• Rules applied in order and additive
• One rule may bypass all remaining rules

• Makes sense in certain cases, like a block.



Creating “Good” Rules

• Consider scope - be very specific
• IP Address AND Domain name
• IP Address AND x-header (Common for 3rd party phishing products)

• Don’t be generic
• Only email, only domain, only specific text
• Don’t reduce spam (SCL) level on only one point of identification

• Follow logic flow of rule - Apply/Do the following/Except if
• Think of edge cases 
• Allow multiple admins/security personnel to review mail flow rule



Rule Example - Conditions vs Description

• TODO



Rule Function - Message Sent to Organization

• Lily Sends:

• Adele Sees:

• Adele Replies



Reply to email chain and...

• Llily Replies:

• Adele gets 2 
[EXTERNAL] 
Headers 



Microsoft’s Solution! (Sort of)

• https://learn.microsoft.com/en-us/exchange/security-
and-compliance/mail-flow-rules/disclaimers-signatures-
footers-or-headers



Mail Rule vs Disclaimer



Modify Original Rule

• Added “Except if”
• Subject OR body includes.



New message “Bypassing” Subject Rule

• Can be done with body 
warning messages too!

• <div style="color: white; 
background-color: white; 
padding: 10px; font-
weight: bold; font-family: 
Arial, sans-serif;">

• [EXTERNAL]
• </div>



Common Rule Issues

• Bypasses (Spam/Attachment/Scanner) 
• TO user (Specific user X)
• FROM user

• Example:
• helpdesk@companyname.tld
• support@companyname.tld
• noreply@companyname.tld
• no-reply@companyname.tld
• noreply@email.teams.microsoft.com
• support@companyname.Atlassian.net
• notification@slack.com
• -Known 3rd party phishing company sites

• Example follows

• FROM Domain
• subsidiary, trusted 3rd parties, etc

• X-HEADER-VALUE
• Examples Follow

• Warning Banner / Disclaimers
• Previous Example
• Additional Example: 

• Subject contains “Jira”
• Body contains company body 

email header and/or footer



Phishing Products

• Potential ProofPoint Examples:

• *Most (all?) products request 
you allow by IP now.

• KnowBe4 Examples:



X-Header Bypass Examples

• X-PHISHTEST = KnowBe4
• x-salesforce_custom_header = true
• X-MS-Exchange-Organization-SkipSafeLinksProcessing = 1
• x-psat_header = true
• X-MS-Exchange-MeetingForward-Message = Forward
• X-Mimecast-Spam-Score *Contains* - or 0 or 1 or 2



X-Header Example - 2

• You should set custom headers 
for Phishing products

• If the header is not changed -
can use the default headers to 
bypass mail rules

• Code to use example: 
$email.Headers.Add("X-
PHISHTEST", "KnowBe4")

• https://support.knowbe4.com/hc/en-us/articles/212723707-
Whitelist-by-Email-Headers-in-Microsoft-365-Microsoft-
Exchange-2016-and-Microsoft-Exchange-2019



Direct Send

• Used by IoT and multi-function devices like printers
• Send-MailMessage -SmtpServer somedomain-

tld.mail.protection.outlook.com -To 
someuser@somedomain.com -From 
ITSupport@somedomain.com -Subject “are you 
vulnerable” -Body “Do you see this text...” -
BodyAsHTML

• https://www.blackhillsinfosec.com/spoofing-microsoft-
365-like-its-1995/

• https://www.blackhillsinfosec.com/spamming-
microsoft-365-like-its-1995/



Direct Send

• Easy to self-test
• I typically use a Cloud Shell to send these 

messages (Shown Left)

• Sometimes blocked due to previous 
cloudshell users (Spam) - Example Below



Direct Send

• Helps to spoof several 
common rule issue conditions 
like:

• FROM user X (Bypass rule)
• Known 3rd party phishing sites
• FROM Domain

• Direct send NOT required for 
these conditions:

• TO user (Specific user X)
• X-HEADER-VALUE
• Warning Banners / Footers/ 

Subjects / Body Contains



Direct Send - Transport Rules

• Exchange Online > Mail Flow 
> Connectors

• Configuring connector rules
• Force all incoming mail to the 

organization proxies

• Vendors may forget to set this 
up!



Disable Direct Send**

• Set-OrganizationConfig -
RejectDirectSend $true

• 30 minute deploy
• Does not seem to completely 

block direct send but better 
than nothing.

https://techcommunity.microsoft.com/blog
/exchange/introducing-more-control-over-
direct-send-in-exchange-online/4408790



DMARC

• Proper configuration of DMARC 
appears to properly reject messages 
sent via Direct Send.

• This does not apply to other mail rule 
issues

• TO user (Specific user X)
• X-HEADER-VALUE
• Warning Banners / Footers/ Subjects / 

Body Contains



Securing Exchange Online

• Rules review / considerations
• Most time spent here, regular/repeated

• Disable Direct Send
• DMARC


