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About KnowBe4

6

>70,000 clients Top 50 Trust Leadership Global Offices

Magic Quadrant Leader



© 2025 KnowBe4, Inc. All rights reserved. 

Security
Awareness

Training
+ Cloud

Email
Security

+

Anti-
Phishing

+

Real-Time
Coaching

+

Compliance
Training

+

AI Defense
Agents

=

One Platform for Human Risk Management

7

HRM+  Personalized. Relevant. Adaptive.



© 2025 KnowBe4, Inc. All rights reserved. 

To help organizations manage the ongoing 

problem of social engineering

Our mission

Empowering your workforce to make 

smarter security decisions every day.

We do this by
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When I started messing with Deepfakes
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Why Deepfakes Matters in Cybersecurity
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A Quick Look at Synthetic Media
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Synthetic Text - Malicious LLMs
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Phishing LLM – Nation state Activity - LAMEHUG
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Attribution:

• Russian APT28 (Fancy 
Bear/Forest Blizzard)

• ZIP archives containing 
three LAMEHUG 
variants

• Hugging Face: 
Qwen2.5-Coder-32B-
Instruct

Attack Vector

• Phishing emails from 
compromised (BEC) 
government account

• Impersonating ministry 
officials

• Targeting executive 
government authorities

Technical Details

• Leverages Alibaba 
Cloud's coding-focused 
LLM

• Available on Hugging 
Face and Llama 
platforms

• Malicious command 
generation with python

Timeline

• First reported to CERT-
UA on July 10, 2025

• This is an active, 
current threat

Source: https://thehackernews.com/2025/07/cert-ua-discovers-lamehug-malware.html
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Recent LLM Attacks
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Synthetic Audio and Social Engineering

16

Kyle Wilhoit of Palo Alto Networks’ Unit 42 division
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ChatGPT + Syn. Audio + Call Center = AI Social Engineering

Dr. Gerald Auger

 Simply Cyber 

(and friend) 

Using PlayHT

Call Center 

Support 

Software
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Disinformation Campaigns
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Synthetic Identities
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Real time Video Deep fake Face Swap – And It Continues…
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What Does These Organizations Have in Common?

22



23



© 2025 KnowBe4, Inc. All rights reserved. 

Create Deepfakes 

24



© 2025 KnowBe4, Inc. All rights reserved. 

DEEPFAKE OS

25Source: https://deepfakedashboard.com/deepfakeos
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Audio Cloning / Deepfakes

• Cloning Tools

• ElevenLabs, PlayHT, Resemble

• LLM & Interactive Tools

• Dialpad, VAPI 

• Realtime Audio Cloning

• Voice.ai, RTVC, Altered.ai

• Audio Downloaders

• YouTube Downloader, Airy, ytmp3.cc

• Audio Cleaning

• Audacity / Audition / Descript
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Audio Tips
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Video Cloning / Deepfakes

• Image to Video

• Hedra, LemonSlice, Synthesia.io, 

HeyGen, Deepfake Offensive Toolkit 

(DOT)

• LipSyncing (Advanced)

• KlingAi, Pixverse, Synclabs, Akool

• Realtime FaceSwap - Advanced

• DeepFaceLab, Deep-Live-Cam, 

SwapFace, MagicCam

• Video Generation 

• VEO3, KlingAI, Pixverse
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Video Tips
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Detect Deepfakes
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GPTZero – GenAI Synthetic Text Detection

● https://app.gptzero.me/app/ai-scan
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https://detect.resemble.ai/results/0b7e6bac1708987c39e00b3d2805fd0c

Audio File
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Deepfake Dashboard
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Synthetic Video Detection Challenges 

Generation technology is outpacing detection technology
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Processes / People - Tabletop Exercises
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People - Ways to Detect Deepfakes
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Is this a deepfake?

People - What Should We Be Asking?

Consider these questions…
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Using Questions / Be Curious

“What is the book 
that you 
recommended to 
me?”
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Defense in Depth for AI & Social Engineering

• Use MFA Wherever Possible - Non-phishable MFA too

• Avoid SMS and verify all requests that you didn’t initiateMFA

• DMARC / DKIM / SPF  to prevent email spoofing! 

• Only 15% of orgs use this.Email Auth
• Use AI with your cybersecurity gateways & products

• Behavioral Analysis in email and usersAI vs AI

• Be mindful of your inbox. Be skeptical, if you’re not 
expecting it and it’s a strange or unusual requestZero Trust

• Frequently educate and assess your users 

• Leverage threat intelligence for your threat landscapeTraining
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People are a 

critical layer within  

security programs
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TRUST

& VERIFY

BE

SKEPTICAL

POLITELY 

PARANOID
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Questions
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Final Words
● Wrap-up
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People (Security Awareness & Training)

• Human Risk Management Program

• Conduct deepfake awareness training for all employees 

• Implement verification protocols for executive or financial requests 

• Use security questions in high-risk communications 

Processes

• Ask location-based verification questions

• Require cameras on for remote interviews with assessments

• Establish a SOC protocol for real-time AI threat detection

• Table Top Exercises Assessing Deepfake Scenarios 

Technology

• Deploy AI-driven deepfake detection software

• Implement audio and video authentication measures 

• Leverage POCs for deepfake detection services / software

ACTION 

PLAN
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Questions 
to 

Consider

Does your 
organization have a 

protocol for 
verifying executives 

or people in your 
organization?

Could your SOC 
team detect a 
real-time AI 

deepfake attack 
before it 

succeeds?

Can you HR Team 
spot a fake 

identity before 
they’re hired?

Have you 
implemented 
Deepfake / 

Synthetic Media 
Training?
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Interested in Learning More?

https://www.resemble.ai/deepfake-database/ https://www.aiaaic.org/aiaaic-repository

https://incidentdatabase.ai
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Education,
Preparation, 
and healthy 

security habits
are the only defense
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Most Secure 

Woman?

Emma Faye

MFA
Multifactor 

Authentication
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Yes… I have a 
way of keeping 
track of my 
Dad Jokes

I keep all my 

jokes in a 

Dad-A-Base



Thanks For Your Attention
James R. McQuiggan, CISSP, SACP

jmcquiggan@knowbe4.com

https://talk.ac/jamesmcquiggan?code=WEBINAR
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