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Who dat
• Hal Denton  
• Over 20 years experience doing the 

things 
• Husband | Dad | Human 
• Hobbies: Trying to be a cool Dad 
• Creator of Echo<Threat 
• Future Course: Detection Engineering 

Unleashed



Preface
• Going to provide an overview of Sysmon

• Installation
• Conditions
• Configurations

• Sysmon events
• Why These events
• Interesting Fields to note

• Echo<Threat mention =)
• Let's Goooo 



Before 
we start, 
Question 
for you

• What 3 events would 
you pick as your top 3 
Sysmon events?



What is 
Sysmon

• A system monitor that can log system 
activity to the Windows event log

• Logs several activities
• Process Creations
• Network Connections
• File Creation
• Driver Load
• Registry Create/Delete
• DNS connections
• Many more

Also, there is a Linux version



Why use it
• Its free and it’s a Microsoft Product
• Rich in logging endpoint telemetry 
• Could provide additional 

contextual information 
• Extra layer of telemetry 



How to install it
• Two main ways to install it 

• Install and configure with command line switches

• Install and configure with configuration file



How to configure it (Accept Defaults)
• After install do nothing more
• Default logging includes

• Process Creation EID 1
• SHA256

• Process Termination EID 5



How to configure it (Config with 
arguments)



How to configure it (config file)



Considerations for Getting Started with 
Config files

• Start with Swift On Security’s or Florian Roth’s config
• Florian Roth’s is more recent fork of Swift On Security 

config
• More straight forward of a configuration to look at

• Structured with RuleGroups by Event Type
• Uses a baseline of known good activity to exclude 

event and log the rest or targets specific events to 
include

• Doesn’t use Compound Rules
• Once more comfortable with structure, conditions and 

concept of Compound Rules
• Checkout out Sysmon modular 

OR you can cut to the chase =)



Publicly 
available 
configs

• Swift On Security – Sysmon Config
• https://github.com/SwiftOnSecurity/

sysmon-config
• Olaf Hartong – Sysmon Modular

• https://github.com/olafhartong/
sysmon-modular

• Florian Roth
• https://github.com/Neo23x0/sysmon-

config

https://github.com/SwiftOnSecurity/sysmon-config
https://github.com/SwiftOnSecurity/sysmon-config
https://github.com/olafhartong/sysmon-modular
https://github.com/olafhartong/sysmon-modular
https://github.com/Neo23x0/sysmon-config
https://github.com/Neo23x0/sysmon-config


Common Conditions To Use in Swift Config
• field value is equalis
• field value at beginning of line matches

begin 
with

• field value at the end of the line matchesend with
• field value for image or full path of image 

matchesimage



Common Conditions To Use In Swift 
Config

• field contains a valueContains

• field contains a value in the arrayContains 
any

• field contains all values in the arrayContains all



Conditions with ANY and 
ALL

• Think of it as an OR 
statement. Uses ; as 
delimiter

contains 
ANY

• Think of it as an AND 
statement. Uses ; as 
delimiter

 contains 
ALL



Example of ANY and ALL Rule

Example of contains any: “paexec” OR “remcom” OR “csexec”

Example of contains all: “MSSE-” AND “-server”



Not Common Conditions in Swift config
exclude

exclude any
exclude all

is not
is any

not begin with
not end with

less than
more than



RuleGroup
• Each event type can have a 

RuleGroup for include and 
exclude

• Defines if filters are going to 
be joined together (AND/
OR)

• Defines if events are going 
to be included or excluded 



Compound Rule
• Used in a 

RuleGroup
• More granular 

method for a filter
• Can coexists in a 

RuleGroup with a 
rule



Compound Rule
• Configuration check

• Sysmon –c 



Let's Get Fancy – Download | Install | 
Config

Don’t do this as a Production rollout method
Great for quick and easy lab setup



Common Gotchas
• EDR solutions could block activity before Sysmon logs the event 
• Network Connections are only on established connections
• Event Name in XML formatting are case sensitive

• <ProcessCreate> …. NOT….. <processcreate>
• Rule values are case insensitive

• All conditions  support it
• Can not wildcard with special characters

• Can not match using regex patterns or single or multi character wildcards like ( * ) or 
( ? )

• No version control
• Use remote repository like GitLab or Github



Tuning/Editing XML Configuration 
File

• Use Microsoft VSCode
• Add VSCode Extension

• Red Hat XML (Identifies 
problems in XML formatting)

• Use CoPilot (AI)
• Provides autocompletions 

during editing
• Suggestions are cool but 

majority of the time not that 
useful



Tuning/Editing XML Configuration 
File

• Excluding noisy events
• Identify high volume events by binary
• Example is to exclude SIEM endpoint agents' binaries
• Simple to do just add under RuleGroup that is excluding for the event type



Question, what are the Top 
3 IoCs referenced?



Which Events and Why??

• If I was told that I could only have 3 events this is what I 
would want

• Together they provide a lot of attacker context to 
understand at a quick glance on what happened (good 
bang for the telemetry buck)

• Hits most of the 5 Ws



Sigma Windows Rule Counts  



Top 5 Sysmon Sigma Rule Counts 



EID 1 – Process Execution  

• ProcessGUID and ParentProcessGUID
• Awesome for correlating other Sysmon events together

• LogonGUID
• Correlate process executions of a user session

• OriginalFileName
• When looking for renamed binaries 

• Hashes
• Great way to enrich Sysmon events with lookups to VirusTotal

• Has it been seen before
• Last analysis data
• How many engines consider it malicious

• CommandLine and ParentCommandLine
• Provides additional context on how binaries are being executed

• User



EID 1 – Process Execution – Commandline example  



EID 1 – Process Execution - OriginalFileName  



EID 1 – Process Execution - OriginalFileName  



EID  11 – File Creation
• Interesting fields to note

• ProcessGuid
• Image
• TargetFileName
• User



Bonus EID  15 – FileStreamHash
• Interesting Fields to note

• ProcessGuid
• Image
• TargetFilename
• Contents



EID 3 – Network 
Connection

• Interesting fields to note
• ProcessGuid
• Initiated
• SourceIp
• DestinationIp
• DestinatinPort
• Image
• User



Speed Up Detection Engineering Verification 
Testing

• Now what since I have Sysmon configured? 
• Start creating some detects 
• To save time in verification phase use tools like Echo<Threat to simulate 

activity 
• Currently supports Elastic and some Windows logs 
• Working on updates (Life be crazy sometimes =)) 

• Talk on Echo<Threat: https://www.youtube.com/live/-fQFkrZAWmM  

• Github: https://github.com/hulkmode/echothreat 



Thank You 
and Have a 
Great Day!


