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Carrie Roberts ® 2006 PC/Mobile/Web App Developer (HP)

, @OroneEqu alsOne ® 2014 Penetration Tester (BHIS)
2017 Red Teamer / Blue Teamer (Walmart)*

Cyber Career Lover
Mentor
Antisyphon Instructor

Blogger and Conference Speaker (DerbyCon,
WWHE, Sp4rkCon, Bsides)
Masters Degree in Information Security (SANS)

Masters Degree in Computer Science (CSU)
® 16 GIAC Certs, GPEN, GWAPT, GREM ...

Connect with me on Twitter, Slack and Discord!

* My presentation, comments and opinions are provided in my personal capacity and not as a representative of
Walmart. They do not reflect the views of Walmart and are not endorsed by Walmart.
© DC8 Training 2024



* Healthy Hacking with the Treadmill Elliptical Desk: My journey to staying healthy while
hacking!

Got Enough Monitors?

My Journey: From Pentest to Red Team to Blue

Failing a Pentest is not the End, It’s a Beginning - My Beginning (Spanish version here)

e Carrie’s Resume



https://www.blackhillsinfosec.com/healthy-hacking-with-the-treadmill-elliptical-desk-my-journey-to-staying-healthy-while-hacking/
https://www.blackhillsinfosec.com/healthy-hacking-with-the-treadmill-elliptical-desk-my-journey-to-staying-healthy-while-hacking/
https://www.blackhillsinfosec.com/got-enough-monitors/
https://medium.com/walmartglobaltech/my-journey-from-pentest-to-red-team-to-blue-ea6bf5401d09
https://medium.com/@clr2of8/failing-a-pentest-is-not-the-end-its-a-beginning-my-beginning-77475d25138c
https://medium.com/@clr2of8/fracasar-un-pentest-no-es-el-final-es-un-comienzo-mi-comienzo-b18533903b64
https://clr2of8.github.io/



https://wonderstructs.com/

https://www.blackhillsinfosec.com/from-high-school-to-cyber-ninja/
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From High School to
@?%@E’ i

For Free (Almost)
BLACK HILLS | Information Security
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https://www.blackhillsinfosec.com/from-high-school-to-cyber-ninja/

Web Dev Simplified
Professor Messer
Professor Messer
Professor Messer
Professor Messer

A+ Training Course Core 1
A+ Training Course Core 2
Network+ Training Course
Security+ Training Course

Burp Suite Essentials
ryHackeMe TryHackMe hands-on training

File Path Traversal Vulnerability

Programming SQL Tutorial
Programming W3 Schools Python Tutorial
Programming TechThoughts PowerShell
Programming W3 Schools Git and GitHub

Free Code Camp
Tutorials Point

Linux Bash scripting
Windows Batch Scripting
SQL Injection (SQLi)
HTML Tutorial

Programming Javascript Tutorial

Hacking Cross-site Scripting (XSS)
IAdvanced Networking Jeremy's IT Lab CCNA Training Interfaces and Cables
Advanced Networking Jeremy's IT Lab CCNA Training Connecting Devices
IAdvanced Networking Jeremy's IT Lab CCNA Training OSI Model & TCP/IP Suite
Advanced Networking Jeremy's IT Lab CCNA Training OS| Model Lab

IAdvanced Networking Jeremy's IT Lab CCNA Training Intro to the CLI

Advanced Networking Jeremy's IT Lab CCNA Training Ethernet LAN Switching Part 1
IAdvanced Networking Jeremy's IT Lab CCNA Training Ethernet LAN Switching Part 2
Advanced Networking Jeremy's IT Lab CCNA Training Analyzing Ethernet Switchin~
IAdvanced Networking Jeremy's IT Lab CCNA Training IPv4 Addressing Part 1
Advanced Networking Jeremy's IT Lab CCNA Training IPv4 Addressing Part 2 (st
IAdvanced Networking Jeremy's IT Lab CCNA TrainingIPv4 Header
Advanced Networking Jeremy's IT Lab CCNA Training Routing Fundamentals (st
Readbblabvarkine laramee T Lah CONA Training The Life of a Packet

IA Training The Life of a Packet Lab

IA Training Subnetting Part 1

IA Training Subnetting Part 2

IA Training Subnetting Part 3
- - ~NA Training Subnetting VLSM
[Advanced Networking Jeremy's IT Lab CCNA Training VLANs Part 1 (stop at 13:06)
Advanced Networking Jeremy's IT Lab CCNA Training VLANS Part 2 (stop at 16:23)
IAdvanced Networking Jeremy's IT Lab CCNA Training TCP & UDP
Advanced Networking Jeremy's IT Lab CCNA Training Wireshark Demo

Code.org How Computers Work
Code.org What is the Internet
Udemy Linux Command Line for Beginners

Learn Regular Expressions in 20 minutes
68 videos
69 videos

6 Videos
8 videos

93 videos

121 video

Download
https://portswigger.net/burp/communitydownload
Consider completing the TryHackMe Training Plan ($15/mo). Check it out with
the free content first, as indicated on the linked spreadsheet

Complete the Labs as well. Use the burp suite built in browser and login to your

port swigger account there to complete the labs.

Complete all sections

Complete the tutorial through to the end of the File Handling section
Watch the first 12 videos (stop after PowerShell Functions)

All lessons

PortSwigger |

Complete the Labs as well

Remember, you don't need to use/install packet tracer for our purposes, but
you should be familiar with the CLI as shown here.

3
schools

Just understand how/where VLANs get tagged

27 How Computers Work
48 What is the Internet

58 Linux Command Line for Beginners

21 Learn Regular Expressions in 20 minutes

577 A+ Training Course Core 1
574 A+ Training Course Core 2
853 Network+ Training Course
911 Security+ Training Course

80 Burp Suite Essentials
TryHackMe Training Plan

60 File Path Traversal Vulnerability

1440 SQL Tutorial
1440 Python Tutorial

280 PowerShell

1000 Git and GitHub

240 Linux Bash scripting
240 Windows Batch Scripting
480 SQL Injection (SQLi

1440 HTML Tutorial

1440 Javascript Tutorial

480 Cross-site Scripting (XSS
36 Interfaces and Cables
6 Connecting Devic
33 0SI Model & TCP,
8 OSI Model Lab

31 Intro to the CLI

38 Ethernet LAN Switching Part 1
33 Ethernet LAN Switching Part 2
11 Analyzing Ethernet Switching
40 |Pv4 Addressing Part 1

10 |Pv4 Addressing Part 2 (stop at 9:30),

30 |Pv4 Header
7 Routing Fundamentals (stop at 63

20 The Life of a Packet

16 The Life of a Packet Lab
29 Subnetting Part 1

25 Subnetting Part 2

24 Subnetting Part 3

34 TCP & UDP
12 Wireshark Demg

IAdvanced Networking Jeremy's IT Lab CCNA TrainingIPv6 Part 1 18 |Pv6 Part 1

Advanced Networking Jeremy's IT Lab CCNA Training DNS 18 DNS

IAdvanced Networking Jeremy's IT Lab CCNA Training DHCP 18 DHCP.

Advanced Networking Jeremy's IT Lab CCNA Training NAT: Network Address Translation (stop at 10:25) 11 NAT: Nety fddress Translation (stop
IAdvanced Networking Jeremy's IT Lab CCNA TrainingKali Linux Demo 10 Kali Lin 0

Advanced Networking David Bombal Wireshark and Ethical Hacking Course 16 videos 180 Wiresk nd Ethical Hacking Course




TRY HACK ME

HTTPS://TRYHACKME.COM/

Byte-sized gamified lessons

Learning cyber security on TryHackMe is fun and addictive. Earn points by answering questions, taking on
challenges and maintain your hacking streak through short lessons.



https://tryhackme.com/

The Lesson Hands-on Labs

Access Machines Q 20 > ‘_}

Active Directory ~
File Action View Help
e | 2B 0 XEC= HES

] Active Directory Users and Computers | | Name
Saved Queries
v 3 thm.local
| Builtin
Computers
Domain Controllers

The core of any Windows Domain is the Active Directory Domain Service (AD DS).

This service acts as a catalogue that holds the information of all of the "objects” that & Christine
E) Robert

E)Sophie

exist on your network. Amongst the many objects supported by AD, we have users,

groups, machines, printers, shares and many others. Let's look at some of them:

E} Thomas

Users ForeignSecurityPrincipals
| Managed Service Accounts
| THM

al IT

2| Management

Users are one of the most common object types in Active Directory. Users are one of

the objects known as security principals, meaning that they can be authenticated by
2| Marketing

the domain and can be assigned privileges over resources like files or printers. You
2| Research and Development

could say that a security principal is an object that can pon resources in the

network.

Users can be used to represent two types of entities:

* People: users will generally represent persons in your organisation that nee




Answer the questions by performing hands-
on tasks in the provided ‘in-browser’ lab
environment

Room progress (0% )

which is needed to grant access to multiple resources. @
Recycle Bin

Answer the questions below -]

File Action View Help
s | R /B XEC HEQVaETI’

< Submit | I Active Directory Users and Computers || Name

Saved Queries &, Christine
v 3 thm.local & Robert

What would be the name of the machine account associated with a machine named Builtin
o | Computers
3| Domain Controllers - Thomas

ForeignSecurityPrincipals
< Submit Managed Service Accounts
1 THM

m
Suppose our company creates a new department for Quality Assurance. What type of Management

containers should we use to group all Quality Assurance users so that policies can be 3| Marketing

applied consistently to them? Research and Development
3| Sales

Users

Which group normally administrates all computers and resources in a domain?

< Submit

Active Directory



LEARNING PATHS, MODULES AND
ROOMS




LEARNING PATHS

* Complete Beginner

* Pre Security

* Cyber Defense

* Introduction to Cyber
Security

* Web Fundamentals

* Security Engineer

* SOC Level 1

 SOC Level 2

* Jr Penetration Tester

* Offensive Pentesting

* Red Teaming

* CompTIA Pentest+

* DevSecOps

Introduction to Cyber Security Jr Penetration Tester

Learn the core skills required to start a ea e ne lls to start a

career in cyber security

Security Engineer

Learn the skills required to jumpstart
your career in security engineering,

J+11 Easy

-y

CompTIA Pentest+ Complete Beginner

Learn the practical skills and prepare to
ace the Pentest+ exam

Learn the core skills required to start a
career in cyber security

il Easy

11
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Cyber Defence Frameworks
Discover frameworks and policies that help establish a good security posture. Learn how
organisations use these in defensive strategies.

Cyber Threat Intelligence
Learn about identifying and using available security knowledge to mitigate and manage potential
adversary actions.

Network Security and Traffic Analysis
Understand the core concepts of Network Security and Traffic Analysis to spot and probe network
anomalies using industry tools and techniques.

Endpoint Security Monitoring
Monitoring activity on workstations is essential, as that's where adversaries spend the most time
trying to achieve their objectives.

Security Information and Event Management
Understand how SIEM works and get comFfortable creating simple and advanced search queries to
look For specific answers from the ingested logs.

Digital Forensics and Incident Response
Understand what forensic artifacts are present in the Windows and Linux Operating Systems, how
to collect them, and leverage them to investigate security incidents.

Phishing
Learn how to analyze and defend against phishing emails. Investigate real-world phishing attempts
using a variety of techniques.




Pre Security

Introduction to Cyber Security
Understand what is offensive and defensive security, and learn about careers available in cyber.

Network Fundamentals
Learn the core concepts of how computers communicate with each other and types of network
weaknesses.

How The Web Works

To become a better hacker it's vital to understand the underlying Functions of the world wide web
and what makes it work.

Linux Fundamentals
Many servers and security tools use Linux. Learn how to use the Linux operating system, a critical
skill in cyber security.

Windows Fundamentals
Cet hands-on access to Windows and it's security controls. These basics will help you in identifying,

exploiting and defending Windows.

13
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Log Analysis
Log analysis is collecting, parsing and processing log files and turning data into actionable
knowledge to detect security threats and anomalies and identify system performance issues.

Advanced Splunk
Understand advanced Splunk capabilities to search data for anomalies by creating complex search
queries, applying regex, and creating presentable reports and dashboards.

Advanced ELK
Learn about the main components of the ELK stack by going through the installation and
configuring process and linking them together to form an effective log analysis utility.

Detection Engineering
Understand various threat detection methodologies, rule syntax and tools, and learn how to apply
them in a SOC environment.

Threat Hunting
Understand the fundamentals of threat hunting, and learn how to build your own methodology for
effective hunting across your infrastructure.

Threat Emulation
Understand the core concepts of threat emulation and learn how to execute adversarial activity
through different threat emulation frameworks.

Incident Response
Understand the mindset behind effective response on security incidents, and apply them through
real-world tactics and techniques.

Malware Analysis

Explore the world of malware and analyse how malware can infect systems and cause damage.




Threat Emulation
Understand the core concepts of threat emulation and learn how to execute adversarial activity
through different threat emulation frameworks.

Intro to Threat Emulation
A look into threat emulation practices as a means of cyber security assessment.

Threat Modelling
Building cyber resiliency and emulation capabilities through threat modelling.

Atomic Red Team
Leveraging the Atomic Red Team Framework to strengthen the Security Operations’ detection capabilities.

CALDERA
Leveraging CALDERA to emulate various adversarial activities for detection capability testing.

Atomic Bird Goes Purple #1
Time to simulate hunting and detecting activities to sharpen your purple teaming skills.

Atomic Bird Goes Purple #2
Time to simulate hunting and detecting activities to sharpen your purple teaming skills.




MODULES

Complete Beginner
Introduction

Network Exploitation Basics
Introduction to Cyber
Security

Network Fundamentals

How The Web Works

Linux Fundamentals

Tools and Code Analysis
Cyber Defense Introduction
Windows Exploitation Basics
Web Hackina Fundamentals
Cryptography

Windows Fundamentals
Shells and Privilege
Escalation

Basic Computer Exploitation
Introduction to Offensive
Security

Introduction to Web Hacking
Burp Suite

Plannina and Scoping

Attacks and Exploits
Introduction to Security
Engineering

Threats and Risks

Network and Svstem Security
Software Security

Managing Incidents

Cyber Defense Frameworks
Cyber Threat Intelligence
Network Security and Traffic
Analysis

Fn Hpninf Snmwify Mnnifn'ring
Security Information and Event
Management

Digital Forensics and Incident
Response

Phishing

Introduction to Pentestina
Network Security
Vulnerability Research

Log Analysis

Advanced Splunk

Advanced ELK

Detection Engineering
Threat Hunting

Threat Emulation
Incident Response
Malware Analysis
Advanced Exploitation
Buffer Overflow Exploitation
Extra Credit

Threat and Vulnerability
Management

Security Operations &
Monitoring

Incident Response and
Forensics

Red Team Fundamentals
Initial Access

Post Compromise

Host Evasions

Network Security Evasion
Compromising Active
Directory

Secure Software Development
Security of the Pipeline
Security in the Pipeline
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Freel TimeHl

Complete Beginner

Complete Beginner Introduction

TryHackMe Tutorial

Login to try Hackme (via your Gd
"Beginner" and find the "Compl

start machines in the labs use th
simplicity (as opposed to the "us
show notifications and copy/pas
to veer off into other training rog
can if you want. You only have aqg
day on the free plan, so shut it d
hour a day and then switch to th
other tab of this worksheet for t

Complete Beginner

Complete Beginner Introduction

Starting Qut in Cyber Sec

Complete Beginner

Complete Beginner Introduction

Introductory Researching

Complete Beginner

Network Exploitation Basics

Introductory Networking

Pre Security

Introduction to Cyber Security

Intro to Offensive Security

Pre Security

Introduction to Cyber Security

Intro to Defensive Security

Pre Security

Introduction to Cyber Security

Careers in Cyber

Pre Security

Network Fundamentals

What is Networking

Pre Security

Network Fundamentals

Intro to LAN

Pre Security

Network Fundamentals

0S| Model

Pre Security

Network Fundamentals

Packets & Frames

Pre Security

Network Fundamentals

Extending Your Network

Pre Security

How The Web Works

DNS in detail

Pre Security

How The Web Works

HTTP in detail

Pre Security

How The Web Works

Putting it all Together

Complete Beginner

Linux Fundamentals

Linux Fundamentals Part 1

Complete Beginner

Linux Fundamentals

Linux Fundamentals Part 2

Complete Beginner

Linux Fundamentals

Linux Fundamentals Part 3

CompTIA Pentest+

Tools and Code Analysis

Wireshark: The Basics

Cyber Defense

Cyber Defense Introduction

© DC8 Training 2024

Wireshark 101

Tells you to install Wireshark but]
browser. On the top menu bar gg




CYBER NINJA TRAINING

“From High School to Cyber Ninja”




Cybersecurity and Information Assurance

Cloud Computing

Information Technology

Network Engineering and Security
Software Engineering

Computer Science

WGU ¥

WESTERN GOVERNORS UNIVERSITY

© DC8 Training 2024
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MORE CLASSES FROM ANTISYPHON TRAINING

https://www.antisyphontraining.com/course-catalog/

Attack Emulation Tools: Atomic Red Team,
CALDERA and More w/ Carrie Roberts

Attack Emulation tools help you measure, monitor, and improve

your security controls by executing scripted attacks. Atomic Red 0 fittack Ermg thf%sﬁogy o, o

Team is a community developed open-source library of these

scripted attacks that are mapped directly to the MITRE ATT&CK .mt A" c "

Framework. There are several frameworks available for f ; T e 3 L "
executing these scripted attacks including MITRE CALDERA and i y -

| ATCMIC RED TEAM
i | CALPERA AND MCRE

W/CARRIE ROBERTS

Instructor: Carrie Roberts
Course Length: 16 Hours This page is for the On-Demand version of
Tuition: $575 USD this course. Please check our Live Events

Calendar for any live presentations of this
class currently scheduled.

© DC8 Training 2024
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https://www.antisyphontraining.com/course-catalog/

ATTACK EMULATIONS TOOLS
COURSE OUTLINE

The Value of Attack Emulation
MITRE ATT&CK Framework and Tools (4 Labs) { q
o MITRE ATT&CK, the ATT&CK Navigator and the ATT&CK Powered Suit (g%)
o ATT&CK Evaluations and Adversary Emulation Library J
Atomic Red Team (13 Labs)
o Installation, Execution, and Logging
o Adversary Emulation and Continuous Atomic Execution
VECTR (5 Labs) veCtr
0 Purple Team Reporting with VECTR
o VECTR Execution Automation

MITRE CALDERA (24 Labs)

o CALDERA Overview ﬁ
0  Blue Team Training Labs {Z ‘/m
CALDERA

© DCS8 Training 2024 22




MORE CLASSES FROM ANTISYPHON TRAINING

https://www.antisyphontraining.com/course-catalog/

N\ . . .
Antisyphon Training
4B

Home Offensive Summit + LiveTraining v On-Demand Training v CyberRange \ About + ContactUs
— -~ - X 1 4 ”

PowerShell For InfoSec: What You Need to
Know!

Instructor: Carrie Roberts
Course Length: 16 Hours
Format: Live Online or On-Demand

Q PowerShell for InfoSec — Class Intro | Carrie Roberts (Y ~»
Watch later  Share

Includes: Twelve months of

i T G
i
complimentary access to the Antisyphon ; r Y
Cyber Range, certificate of participation, || B |—_‘U_h> gl:ﬁ:”gll]—_l—,
i
i
|

g FUE INFOSEC

wi COIFFie Roberts

six months access to class recordings.

© DCS8 Training 2024
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https://www.antisyphontraining.com/course-catalog/

POWERSHELL FOR INFOSEC: WHAT YOU NEED

TO KNOW!
COURSE OUTLINE

PowerShell Fundamentals * AMSI Bypass

Execution Policy * Language Modes

Session History and History File Credentials & Remote Administration

Modules Just Enough Administration (JEA)

Integrated Dev Environment (IDE) PowerShell without PowerShell.exe

Logging & Logging Bypasses PowerShell Core

Popular PowerShell Attack Tools * Wrap-up . .

24



THANK YOU FOR JOINING!

Stay connected on Twitter, Slack and Discord!

Carrie Roberts
N 3y’ @0rOneEqualsOne

© DC8 Training 2024
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