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● 2006 PC/Mobile/Web App Developer (HP)

● 2014 Penetration Tester (BHIS)

● 2017 Red Teamer / Blue Teamer (Walmart)*

● Cyber Career Lover

● Mentor

● Antisyphon Instructor

● Blogger and Conference Speaker (DerbyCon, 

WWHF, Sp4rkCon, Bsides)

● Masters Degree in Information Security (SANS)

● Masters Degree in Computer Science (CSU)

● 16 GIAC Certs, GPEN, GWAPT, GREM …

Connect with me on Twitter, Slack and Discord!

© DC8 Training 2024

* My presentation, comments and opinions are provided in my personal capacity and not as a representative of 

Walmart. They do not reflect the views of Walmart and are not endorsed by Walmart. 
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• Healthy Hacking with the Treadmill Elliptical Desk: My journey to staying healthy while 

hacking!

• Got Enough Monitors?

• My Journey: From Pentest to Red Team to Blue

• Failing a Pentest is not the End, It’s a Beginning - My Beginning (Spanish version here)

• Carrie’s Resume

https://www.blackhillsinfosec.com/healthy-hacking-with-the-treadmill-elliptical-desk-my-journey-to-staying-healthy-while-hacking/
https://www.blackhillsinfosec.com/healthy-hacking-with-the-treadmill-elliptical-desk-my-journey-to-staying-healthy-while-hacking/
https://www.blackhillsinfosec.com/got-enough-monitors/
https://medium.com/walmartglobaltech/my-journey-from-pentest-to-red-team-to-blue-ea6bf5401d09
https://medium.com/@clr2of8/failing-a-pentest-is-not-the-end-its-a-beginning-my-beginning-77475d25138c
https://medium.com/@clr2of8/fracasar-un-pentest-no-es-el-final-es-un-comienzo-mi-comienzo-b18533903b64
https://clr2of8.github.io/
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https://wonderstructs.com/

© DC8 Training 2024

https://wonderstructs.com/
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https://www.blackhillsinfosec.com/from-high-school-to-cyber-ninja/

https://www.blackhillsinfosec.com/from-high-school-to-cyber-ninja/
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TRY HACK ME
HTTPS://TRYHACKME.COM/

https://tryhackme.com/
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The Lesson Hands-on Labs
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Answer the questions by performing hands-

on tasks in the provided ‘in-browser’ lab 

environment
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LEARNING PATHS, MODULES AND 
ROOMS

Learning 
Path

Module

Room

Room

Module Room

Module

Room

Room

Room
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• Complete Beginner

• Pre Security

• Cyber Defense

• Introduction to Cyber 

Security

• Web Fundamentals

• Security Engineer

• SOC Level 1

• SOC Level 2

• Jr Penetration Tester

• Offensive Pentesting

• Red Teaming

• CompTIA Pentest+

• DevSecOps

LEARNING PATHS
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• Complete Beginner 

Introduction

• Network Exploitation Basics

• Introduction to Cyber 

Security

• Network Fundamentals

• How The Web Works

• Linux Fundamentals

• Tools and Code Analysis

• Cyber Defense Introduction

• Windows Exploitation Basics

• Web Hacking Fundamentals

• Cryptography

• Windows Fundamentals

• Shells and Privilege 

Escalation

• Basic Computer Exploitation

• Introduction to Offensive 

Security

• Introduction to Web Hacking

• Burp Suite

• Planning and Scoping

• Information Gathering and 

MODULES
• Attacks and Exploits

• Introduction to Security 

Engineering

• Threats and Risks

• Network and System Security

• Software Security

• Managing Incidents

• Cyber Defense Frameworks

• Cyber Threat Intelligence

• Network Security and Traffic 

Analysis

• Endpoint Security Monitoring

• Security Information and Event 

Management

• Digital Forensics and Incident 

Response

• Phishing

• Introduction to Pentesting

• Network Security

• Vulnerability Research

• Log Analysis

• Advanced Splunk

• Advanced ELK

• Detection Engineering

• Threat Hunting

• Threat Emulation

• Incident Response

• Malware Analysis

• Advanced Exploitation

• Buffer Overflow Exploitation

• Extra Credit

• Threat and Vulnerability 

Management

• Security Operations & 

Monitoring

• Incident Response and 

Forensics

• Red Team Fundamentals

• Initial Access

• Post Compromise

• Host Evasions

• Network Security Evasion

• Compromising Active 

Directory

• Secure Software Development

• Security of the Pipeline

• Security in the Pipeline

• Container Security
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ROOMS
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CYBER NINJA TRAINING

286 THM Rooms

~380 hrs

“From High School to Cyber Ninja”
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MORE CLASSES FROM ANTISYPHON TRAINING
https://www.antisyphontraining.com/course-catalog/

© DC8 Training 2024

https://www.antisyphontraining.com/course-catalog/
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ATTACK EMULATIONS TOOLS 
COURSE OUTLINE

● The Value of Attack Emulation

● MITRE ATT&CK Framework and Tools (4 Labs)

○ MITRE ATT&CK, the ATT&CK Navigator and the ATT&CK Powered Suit

○ ATT&CK Evaluations and Adversary Emulation Library

● Atomic Red Team (13 Labs)

○ Installation, Execution, and Logging

○ Adversary Emulation and Continuous Atomic Execution

● VECTR (5 Labs)

○ Purple Team Reporting with VECTR 

○ VECTR Execution Automation

● MITRE CALDERA (24 Labs)

○ CALDERA Overview

○ Blue Team Training Labs

© DC8 Training 2024
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MORE CLASSES FROM ANTISYPHON TRAINING
https://www.antisyphontraining.com/course-catalog/

© DC8 Training 2024

https://www.antisyphontraining.com/course-catalog/
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POWERSHELL FOR INFOSEC: WHAT YOU NEED 
TO KNOW!

COURSE OUTLINE

• PowerShell Fundamentals

• Execution Policy

• Session History and History File

• Modules

• Integrated Dev Environment (IDE)

• Logging & Logging Bypasses

• Popular PowerShell Attack Tools

• AMSI Bypass

• Language Modes

• Credentials & Remote Administration

• Just Enough Administration (JEA)

• PowerShell without PowerShell.exe

• PowerShell Core

• Wrap-up
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THANK YOU FOR JOINING!

Stay connected on Twitter, Slack and Discord!

© DC8 Training 2024
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