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What are the Goals of FAST?

A primer on
application
security

Introduction to
Security by
Design
principles

Understand
)\ application

/ security
vulnerabilities

professional
penetration test
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People Trust the Web With Everything
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The CIA Triad ‘

Confidentiality Integrity

Availability
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OWASP Security by Design Principles

Source: https://www.owasp.org/index.php/Security_by Design_Principles
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Principle of Least Privilege ‘

« Every program and every privileged user of the system should operate using
the least amount of privilege necessary to complete the job.

— Jerome Saltzer (Computer Scientist)

MAKE ME A SANDWICH.
WHAT? MAKE
IT YOURSELF.
SUDO MAKE ME /
A SANDWICH.
OKaY.

-
& A

Source: https://xkcd.com
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Principle of Defense in Depth

« Also known as the Castle Approach
« The defensive concept of using layers of security controls

Why is this important?

- Because no control is ever considered 100% effective!
—> Security controls are regularly circumvented
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Fix Security Issues Correctly
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PROBLEMS ' £ ITSNOT MosE 1,
i H BROKEN THAN 1. WELL, IT SORT
: WHEN I STARTED! ¢ OF LIORKS Now”
DOESNT LJORK ;
WET A\ | Mo ke
I Ve _J (TURN TO OHER
i J POSSESSIONS)
I ’ “,..AND LET THAT BE
WILL NEVER | LATCH YouTvse A A LESSON To You.
LIORK AGAIN INSTRUCTIONAL VIDEOS Y
OFORS  1HOR  2HORS 3HORS HHORS 5 HOURS
Source: https://xkcd.com
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OWASP Top 10 Proactive Controls (2018)

Written by developers for developers, the controls are:

1.
2.
3.
4.
5.
0.
7.
3.
9.

Define Security Requirements

Leverage Security Frameworks and Libraries
Secure Database Access

Encode and Escape Data

Validate All Inputs

Implement Digital Identity

Enforce Access Controls

Protect Data Everywhere

Implement Security Logging and Monitoring
10.Handle All Errors and Exceptions
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OWASP Top 10 - 2021

Al -

Broken Access Control

A2 -

Cryptographic Failures

A3 -

Injection

A4 —

Insecure Design

A5 - Security Misconfiguration

A6 —Vulnerable and Outdated Components

— ldentification and Authentication Failures

A8

— Software and Data Integrity Failures

A9

— Security Logging and Monitoring Failures*

A10 — Server-Side Request Forgery (SSRF)*

* From a Survey
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Changes from 2017 -> 2021

2017 2021
AD1:2017-Injection -7 A01:2021-Broken Access Control
AD2:2017-Broken Authentication ) _r_‘f;.'_.—-—-—.i" A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure — < - = A03:2021-Injection
A04:2017-XML External Entities (XXE) Kf# (New) AD4:2021-Insecure Design
AD5:2017-Broken Access Control -~ _"_‘*_H % A05:2021-5ecurity Misconfiguration
AD6:2017-Security Misconfiguration — ' N7 A06:2021-Vulnerable and Outdated Components
AD07:2017-Cross-Site Scripting (XSS) " S AD7:2021-Ildentification and Authentication Failures
ADB8:2017-Insecure Deserialization - {New) AD8:2021-Software and Data Integrity Failures
AD9:2017-Using Components with Known Vulnerabilities -~ > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring — (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey
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OWASP Top 10 Risk-Rating System

Exploitability m Average: 2 > Difficult: 1

Weakness Widespread: Uncommon:
Common: 2
Prevalence 3 1
Weakness
. Average: 2 Difficult: 1
Technical Moderate: 2 Minor: 1
Impacts

Note: Threat Agents and Business Impacts are also listed but not rated.
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What is access control? ‘

F SOMEONE. STEALS MY LAPTOP WHILE T'M
LOGGED N, THEY CAN RERD MY EMAIL, TRKE MY
MONEY, AND IMPERSONATE. ME. TO MY FRENDS,

BUT AT LEAST THEY CANT INSTALL
DRIVERS WITHOUT MY PERMISSION.

Source: https://xkcd.com
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What is an Injection Flaw?

Consider a Drone delivery system...

U B WN -

. Get package

. Read address label
. Deliver package

. Return home

. Gotostep 1




1. Get package
2. Read address label

3412 Kori Rd. ?
Jacksonville, FL *

3.Deliver package x
4.Return home h P E——
5.Get package

6.Go to step 3 '

TH T T
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SQL Injection ‘

HI, THIS 1S

WERE HAVING SOME
(OMPUTER TROUBLE.

\%m

YOUR SONS SCHOOL.

OH, DEAR — DID HE
BREAK SOMETHING?

IN HWH? /

S

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students: - 7

~ OH. YES. UTTLE
BOBBY TABLES,
WE CALL HIM.

WELL WEVE LOST THIS

YEARS STUDENT RECORDS.
T HOPE YPURE HAPPY.

{

AND I HOPE
~~- YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS,
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Sacurity
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What is monitoring?

mbﬁk:mehmﬁ sudo su HEY — WHO DOES
Po. ; SUDO REPORT TH
robm is not in the sudoers file. NCIDENTS" 707 e
This incident Will be reported.
robm@homebox ~$ Il YOU KNOUW, TVE
NEVER CHECKED.

]

1"1.
b
]
\
X
5
"

Source: https://xkcd.com
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Scoping: Technology SEE

« Technology stack
LHOA, THIS 1S RUNNING M5-DOS! IT'5 . . .
\JEIRD HOW NELJ TECHNOLOGY TAKES « Define application boundaries

FOREVER 1D REACH SOIE. NDUSTRES « Is any attached infrastructure in scope?
YEAH. UKE HOW WE STILL USE .
GUNPOWDER FOR FIREWORKS, BvEN | ¢ ANy services? (e.g. OAuth, Message bus)
THOUGH LEVE HAD NUCLEAR
WEAPONS FOR OVER 70 YEARS

Source: https://xkcd.com
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Preparing

Test Type R

e Source code

\
‘ Wh ite BOX  Detailed architecture

e Developers

e Accounts

G ray BOX e High-level architecture

e Location (URL, hosts)

3
o
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Any Questions?




	Default Section
	Slide 1: Foundational Application Security Training
	Slide 2: What are the Goals of FAST?

	Application Security Focus
	Slide 3: People Trust the Web With Everything

	Security Foundation
	Slide 4: The CIA Triad

	Security by Design Principles
	Slide 5: OWASP Security by Design Principles
	Slide 6: Principle of Least Privilege
	Slide 7: Principle of Defense in Depth
	Slide 8: Fix Security Issues Correctly

	Securing the SDLC
	Slide 9: OWASP Top 10 Proactive Controls (2018)

	Application Vulnerabilities
	Slide 10: OWASP Top 10 - 2021 Critical Application Security Risks
	Slide 11: Changes from 2017 -> 2021
	Slide 12: OWASP Top 10 Risk-Rating System
	Slide 13: What is access control?
	Slide 14: What is an Injection Flaw?
	Slide 15: What if?
	Slide 16: SQL Injection
	Slide 17: Testing
	Slide 18: What is monitoring?

	Penetration Testing
	Slide 19: Scoping: Technology
	Slide 20: Test Type
	Slide 21: Any Questions?


