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What is Active Directory / Why Do | Care?

Active

- It's everywhere

- Provides centralized authentication
and authorization in Windows
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C:\Users\sal>net user sal /domain

The request will be processed at a domain controller for domain lab.pvt.

User name

Full Name

Comment

User's comment
Country/region code
Account active
Account expires

Password last set
Password expires
Password changeable
Password required

User may change password

Workstations allowed
Logon script

User profile

Home directory

Last logon

Logon hours allowed

Local Group Memberships
Global Group memberships

sal
Server Admin

000 (System Default)
Yes
Never

12/19/2023 11:04:38 AM
1/30/2024 11:04:38 AM
12/20/2023 11:04:38 AM

Yes
Yes

All

1/30/2024 6:26:33 AM

All

*Domain Users *Server Admins

The command completed successfully.

C:\Users\sal>_

Utility 1: net.exe

e accounts
* group
* localgroup

* user

Tip

Built-in to every version of Windows
Easy to use to make changes

Device must be part of the Domain you want
to make the changes to

Not the best for getting information
Probably flagged you as suspect by EDR

Don’t forget the /domain flag!



net.exe Examples a

List members of the Domain Admins group

net group "Domain Admins" /domain

Add a member to the Domain Admins group

net group "Domain Admins" userl /domain /add

Remove a member from the Domain Admins group

net group "Domain Admins" userl /domain /delete

Create a new group in the domain named New Group

net group "New Group" /domain

List members of the builtin administrators group in the domain

net localgroup administrators /domain

List password policy for the domain

net accounts /domain

Get properties of a user account (sal in the example below) in the domain

net user sal /domain
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Utility 2: Straight LDAP

e No extra ports needed

e Device can be in a remote domain or not in the
domain at all

¢ [ oads of tools and programs
e Not Windows specific

\

e Need to understand LDAP syntax

e May not return all results for a query
¢ Values may not be human readable

e Bad queries can kill busy DCs




Sample LDAP Filters

O\

.......

Return the Domain Admins
group

Get properties of a user
account (sal in the example
below) in the domain

Return all members of the
builtin administrators group

Find all enabled user
accounts

(&(objectclass=group)(cn=Domain Admins))

(& (objectCategory=person)(objectClass=user) (SamAc
countName=sal))

(member0Of:1.2.840.113556.1.4.1941:=
CN=Administrators,CN=Builtin,DC=1ab,DC=pvt)

(& (objectCategory=person)(objectClass=user) (! (use
rAccountControl:1.2.840.113556.1.4.803:=2)))




Modifying AD with LDP

Step One

¢ Find the object you want to
modify

e Right Click it and select Modify

Step Two

e Enter the attribute you want to

update in the Edit Entry Attribute
box

e Enter the new value you want to
put in the attribute

e Select the operation you want to
do to the attribute

¢ Click on Enter

Step Three

e Verify the value you want is in the
Entry List

e Click on Run

CN=Domain Admins, S Ctrl+S

h
CN=Domain Comput: e

CN=Domain Controlle Virtual List View
CN=Domain Guests,C Delete Ctrl+D
CN=Domain User 1,CI Modify Ctrl+M
CN=Domain User 2,CI Modify DN CtrleR
CN=Domain Users,CN\

Add child Ctrl+A

CN=Enterprise Admin
CN=Enterprise Key Ad Compare
CN=Enterprise Read-c Advanced
CN=Group Policy Cre:

CN=Guest, CN=Users,| Copy DN

CN=Key Admins,CN= Copy Ctrl+C
CN=krbtgt, CN=Users, Select all

CN: Prote(‘ted USEI’S,C c]ear Output Ctr|+N
CN=RAS and IAS Servt—ror—cocroroo—vovyoo—pve

Modify
DN: [ =Domain Admins,CN=Users,DC=lab,DC=pvt |
Edit Entry
Attribute: I member ‘, I

Values: l 2,0U=Users,OU=Corporate,DC=lab,DC=pvt |
Operation
Add ODelete (OReplace = 'nsertfle | Enter

try List \

Edit Remove
[ synchronous Close
[CJExtended

Modify

DiMds | =Domain Admins, CN=Users, DC =lab,DC=pvt |

Edit Entry

Attribute: | member |

Values: | 2,0l=Users, 0l =Corporate, DC=lah,DC=pvt |
Operation

(® Add () Delete ()Replace  nsert file

Entry List

[Add]member:CH=Domain Admin 2, 0U=Users OU=Cor

Edit | Remove |
[+] Synchronous | Close
Extended T
L fis ‘-‘- Fun




Utility 3: PowerShell cmdlets

Pros

e Finding objects is easy

e AD objects are returned as PowerShell objects

e Most attributes are converted to a human readable format

e Returns all objects and not just a subset

e Device can be in a remote domain or not in the domain at all

Cons

e Requires AD Web Services (port 9389) be open to device
e Most likely not on a compromised windows host
e PowerShell is verbose




PowerShell Examples

NERNENEEERO R EEPENEIM  Get-ADGroupMember "Domain Admins" -Recursive | select
Admins group SamAccountName |ft

Add a member to the

. . Add-ADGroupMember -Identity "Domain Admins" -Members "ptl"
Domain Admins group

Remove a member from

. . Remove-ADGroupMember -Identity "Domain Admins" -Members "pt1"
the Domain Admins group P y P

Create a new group in the

. New-ADGroup "New Group" -GroupCategory Security -GroupScope Global
domain named New Group P P P gory y p>cop

List password policy for the

. Get-ADDefaultDomainPasswordPolicy
domain

Get properties of a user
Eloeo SN CEN R RN Clnlol (5 Get-ADUser sal -Properties *
below) in the domain




Using AD cmdlets Remotely

Need to have
access to port

Add a new
parameter to
connect to a

Multiple ways to
run the cmdlets as
a different user

J

Open a new
PowerShell
window with
runas

$creds = Get-Credential
Get-ADDomain -Server 172.27.120.92 -Credential $creds

9389 on the b .
Domain Controllers Specific domain
D controller
_ Compromised
Server Kerberos Ticket
/)
Example

runas /netonly
/user:lab.pvt\user
2 powershell

j

Store credentials
in PowerShell and
call them with a
new parameter

/

-Credential




Utility 4: Active Directory Users and Computers

P ro S Published Certificates Member Of Password Replication  Dialin  Object
Remote Desktop Services Profile COM+ Attribute Editor

General Address  Account Profile Telephones  Organization
— Easy to use Security Environment Sessions Remote control
9-05; or user names

B2 Everyone A

— Visual representation B2 croxonownen

B8 SELF
SR Autherticated Users

— Best way to see ACLs on individual iy

Cons ™ ) :
— Can only view properties of one ooy !
object at a time e el —
— Can't use complex queries T [ ek -

— Doesn’t work well unless part of the

fo re St For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permissions  Effective Access

Permission entries:

M t I M k I t M d Type  Principal Access Inherited from Applies to )
- OS I e y n O O n a CO m p ro m I S e 82 Allow  RAS and IAS Servers (LAB\RA... Read account restricti... None This object only
. 82 Allow  RASand IAS Servers (LAB\RA... Read logon information None This cbject only
WI n d OWS h OSt 82 Allow  RAS and IAS Servers (LAB\RA... Read group members... None This object enly
82 Allow RASand IAS Servers (LAB\RA... Read remote accessin.. None This object only
8% Allow  Cert Publishers (LAB\Cert Pu... None This object only
88 Allow Windows Authorization Acce... None This object only
S8 Allow  Terminal Server License Serve... None This cbject only
82 Allow Terminal Server License Serve... Read/write Terminal S.. None This object only
8% Allow Everyone Change password None This cbject only

82 Allow SELF Change password None This object only v

Add Remove View Restore defaults

Disable inheritance
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