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The Root of All Evil Admin 
Account
• Servers
• Workstations
• etc

Normal 
Account
• Email
• Documents
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Ground Rules

ADMINISTRATORS 
SHOULD HAVE MULTIPLE 

ACCOUNTS BASED ON 
PURPOSE AND SHOULD 
ONLY BE USED WHEN 

NEEDED

NEVER USE HIGHER 
PERMISSIONED 

ACCOUNTS ON LESS 
SECURE DEVICES

ACCOUNTS SHOULD HAVE 
DIFFERENT PASSWORDS

Credential Compartmentalization
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The Party’s Over

Device 
Tiers

Domain 
Controllers / 
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Domain 
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Devices

Workstations
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Setting Allowing Users to Join Computers to AD
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Default location can be changed by running redircmp
redircmp ou=newcomputerou,dc=domainname,dc=com 


