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Ground Rules

Credential Compartmentalization
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ADMINISTRATORS NEVER USE HIGHER ACCOUNTS SHOULD HAVE
SHOULD HAVE MULTIPLE PERMISSIONED DIFFERENT PASSWORDS
ACCOUNTS BASED ON ACCOUNTS ON LESS
PURPOSE AND SHOULD SECURE DEVICES

ONLY BE USED WHEN
NEEDED




The Party’s Over
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Setting Allowing Users to Join Computers to AD

Default Domain Controllers PD'IE}'
Scope | Details | Settings | Delegation | Status

Default Domain Controllers Policy
Data collected on: 61272017 3:12:25 PM
Computer Configuration (Enabled)

L s

Security Settings
Local Policies/User Rights Assignment

Policy Setting
Access this computer from the networle BUILTINPre-Windows 2000 Compatible

Access, NT AUTHORITYNENTERPRISE
DOMAIN CONTROLLERS, NT

N, I ALUTHORITY \Autherticated Users,
I Add waorkstations to domain MT AUTHORITY \Authenticated Users |
o Rd|USt mMEemory QUotas 107 o process BOTC TN dmirustrators, 1

Default location can be changed by running redircmp
c redircmp ou=newcomputerou,dc=domainname,dc=com

Copyright © 2020 Secure Ideas LLC




