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Agenda

o Holy $#!T
o Goals
o Tools (beyond Google)
o Verification/Disinformation
o Pivoting



About Me
What I Do What my friends think I am

Certified Ethical Hacker [Mr Robot]

Certified Social Engineer Pentester [The Pretender]

Network (CCIE) / Coder [Super Analytic]

vCISO / Security Practice Lead [The Consultant]
Privacy Advisor [Mr Tin Foil Hat]
OSINT Investigator [The Good Stalker]
Wrote a book (The Phantom CISO) [Bestselling Author]

www.MishaalKhan.com



OSINT
(Stalking Open Source Intelligence)



Categories

o Corporate OSINT
o Network OSINT (Recon)
o GeoINT
o SocMINT
o Everything else





What’s Up 
Breaches!

Breaches

Leaks

Data 
Aggregators

Stealer Logs

Scrapes



University Of California, MercedAurora Cannabis

HR Files, Software AG



Not so common breached data

•US Boat Owners
•Voter Database
•Divorce Records
•Porn Sites
•Banks

•Experian
•Bitcoin Talk
•Guns.com
•Ashley Madison
•Park Mobile (Plate #)



The Goal
(Due Diligence)
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The Tools
OSINT like a hacker

(Beyond Googling)



o Kali Linux
o Ask the gov!

ü Voter registration

o Historical Data
ü Archive.org
ü whoxy.com
ü Street View

o Fooling IVRs
ü Utility companies

o Extract Data from APIs
o Extracting paid data indirectly

ü Insurance providers[
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Kali Linux
Technical tools for OSINT

(BurpSuite, Holehe, Toutatis, Hashcat)

[Live Demo]



Just ask the gov

(Public Court Records)



Historical Data
The internet never forgets

(whoxy.com, archive.org, Google Street View)

[Live Demo]



Paid/Private Data
Indirectly

(Insurance providers)

[Live Demo]



Xfinity
☎ IVR Exploitation

(Like stealing data 🍭 from a bot 🤖)

[Demo]



API
Extracting Data

(GitHub)

[Live Demo]



Verify
(Don’t believe everything you see on the internet)



Mermaids Exist
(Disinformation)



o Kali Linux
o Ask the gov!

ü Voter registration

o Historical Data
ü Archive.org
ü whoxy.com
ü Street View

o Fooling IVRs
ü Utility companies

o Extract Data from APIs
o Extracting paid data indirectly

ü Insurance providers[
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Pivoting (OSINT)

o Email Existence
§ Legi/macy
§ Age of account
§ Interests

o Password Reuse
o Phone number mapping

o Vehicles
o Historical Records 

(scrapes, whois)

o IPs (loca0on, ISP)

o Hidden Accounts
o Unmasking



[Thank You]

www.MishaalKhan.com


