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About Me

CISCO
CERTIFIED

What | Do What my friends think | am
Certified Ethical Hacker [Mr Robot]
Certified Social Engineer Pentester [The Pretender] C EH
(AL-ENGINEER

Network (ccie) / Coder Super Analytic] S lNT@Q/
vCISO / Security Practice Lead ‘The Consultant] OSIQP
Privacy Advisor 'Mr Tin Foil Hat] ~*
OSINT Investigator ‘The Good Stalker] ~L7

_ . }“sh O\\\/&Qﬁ;
Wrote a book (The Phantom CISO) [Bestselling Author] Mv&i@ %




OSINT

(Statking Open Source Intelligence)
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Categories

Corporate OSINT

Network OSINT (Recon)
GeolINT

SOCMINT
Everything else
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BREACHES EVERYWHERE

memegenerator.r




What'’'s Up
Breaches!

R h Data
reacnes Aggregators

Stealer Logs
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Not so common breached data

*US Boat Owners
*\/oter Database
*Divorce Records
*Porn Sites
*Banks

*Experian

*Bitcoin Talk
*Guns.com

*Ashley Madison

e Park Mobile (plate #)



The Goal

(Due Diligence)
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The Bigger
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The Tools

OSINT like a hacker

(Beyond Googling)



[ Next Level OSINT]

Kali Linux

Ask the gov! Brrs

v Voter registration L g
Historical Data K" ¥

v Archive.org

v" whoxy.com A :

v’ Street View . }‘(,-':

Fooling IVRs ¥

v' Utility companies

Extract Data from APIs
Extracting paid data indirectly

v"Insurance providers



Kali Linux

Technical tools for OSINT

(BurpSuite, Holehe, Toutatis, Hashcat)

[Live Demo|



FILED: QUEENS COUNTY CLERK 01/07/2022 01:54 P INDEX NO. 72|
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e - S — - S— — S —————————eaiemneemene
We understand that signirg this Acknowledgment of Parentage Is voluntary and will establish uamnu:?-,\ of our child with same force and effect as an Order of Panama‘

entered after a court hearing Including an obligation to provide support for our child except that, only if this Acknowledgment of Parentage is filed with the Registrar where 188
birth certificate is filed, will the Acknowledgment of Parentage have such force and effect with respect to inheritance rights. We have received written and oral notice of ourjis

legal rights (including the timeframes to withdraw), responsibilities, altematives and the consequences of signing the Acknowledgment of Parentage, and we understand vﬂ
the notice states. A copy of the written notice has been provided to us. We certify that the information we provide below is true.
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- - - —
Street address
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Irilg{;:cT::rz ; I issions or apparent errors that render it unacceptable for amending the birth record. This document is therefore approved. £
State Registrar/De Date (MM/DD/YYYY)

cT 1400




Historical Data

The internet never forgets

(whoxy.com, archive.org, Google Street View)

[Live Demo|



Paid/Private Data

Indirectly

(Insurance providers)

[Live Demo|



Xfinity
B VR Exploitation
(Like stealing data € from a bot @)

[Demo] D)



API

Extracting Data

(GitHub)

[Live Demo|



Verity

(Don't believe everything you see on the internet)



Mermaids Exist

Disinformation
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[ Next Level OSINT]

Kali Linux

Ask the gov! Brrs

v Voter registration L g
Historical Data K" ¥

v Archive.org

v" whoxy.com A :

v’ Street View . }‘(,-':

Fooling IVRs ¥

v' Utility companies

Extract Data from APIs
Extracting paid data indirectly

v"Insurance providers



Pivoting (OSINT)

Email Existence o Vehicles

= |egitimacy o Historical Records
= Age of account (scrapes, whois)

s |nterests O |Ps (location, ISP)

Hidden Accounts
o Unmasking

O

Password Reuse
Phone number mapping



[ Thank You]

www.MishaalKhan.com



